ABSTRACT: Consider a communication network G in which a limited number of link and/or node faults F might occur. A routing p for the network (a fixed path between each pair of nodes) must be chosen without any knowledge of which components might become faulty. Choosing a good routing corresponds to bounding the diameter of the surviving route graph R(G,p)/F, where two nonfaulty nodes are joined by an edge if there are no faults on the route between them. We prove a number of results concerning the diameter of surviving route graphs. We show that if p is a minimal length routing, then the diameter of R(G,p)/F can be on the order of the number of nodes of G, even if F consists of only a single node. However, if G is the n-dimensional cube, the diameter of R(G,p)/F<3 for any minimal length routing p and any set of faults F with IFl<n. We also show that if F consists only of edges and does not disconnect G, then the diameter of R(G,p)/F is < 31FI+I, while if F consists only of nodes and does not disconnect G, then the diameter of R(G,p)/F is <_ the sum of the degrees of the nodes in F, where in both cases p is an arbitrary minimal length routing. We conclude with one of the most important contributions of this paper: a list of interesting and apparently difficult open problems.
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Suppose we choose a minimal length routing on this network; i.e. one for which the route between any pair of nodes is a
• minimal length path between them. Where they exist, we break ties by always taking the route that goes through the edge CD.
If in this example the edge CD becomes faulty, then many routes become unavailable. Suppose processor C wants to broadcast a message to all processors. Since C can only send messages along the fixed routes, the message will not reach D, E, or F. If G rebroadcasts the message, it will reach E and F, but not D, since the route from G to D is also down. One more rebroadcast by E or F is necessary to ensure that D gets the message.
Note that the worst case number of rebroadcasts needed to ensure that all processors get a message will be the diameter of the induced graph of Figure 2 .
In general, given a graph G, a routing p, and a set of faults F, we consider the surviving route graph R(G,p)/F with the same nodes as G-F, and an edge joining two nodes whenever the route between them avoids F. As we noted above, the diameter of R(G,p)/F measures the number of rebroadcasts necessary to ensure that all processors get a message.
This number determines the number of phases for which it is necessary to run certain distributed protocols (such as the Byzantine agreement protocols of [DS1. DS2] ). Given the assumption that the time to send a message along a fixed route is independent of its length, the diameter of the surviving route graph also gives a good estimate on the time required to complete a broadcast in the presence of faults. Thus, our problem will be to choose a routing p on G that is fault tolerant because the diameter of R(G,p)/F remains small for any set of faults F of a given cardinality. This problem has given rise to many intcresting questions in graph theory, some of them still open.
We first note that minimal length routings are not always optimal. Consider the spoke graph shown in figure 3.
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In this case, for any points on the circumference that are not joined by an edge, there exists a minimal length route that goes through the center node. But now suppose the center node becomes faulty. Then with this routing it is easy to see that the diameter of the surviving route graph grows to (n-1)/2 (where n is the total number of nodes). The problem with a minimal length routing in this case is that the center node is overworked. Consider instead the routing p on S n (the spoke graph with n nodes) in which the route between two nodes on the circumference is a minimal length path around the circumference (so that, for example, the route from A to D in figure 3 would be ABCD, rather than AMD).
In this case, the diameter of R(Sn,P)/F is easily seen to be _< 2 if IFI _< 2.
This leads us to ask if we can always find good routings.
We show (Theorem 3) that for any (t+l)-connected graph G, we can efficiently find a routing p such that the diameter of R(G,p)/F is no greater than max(2t,4) if IFI _< t.
Although minimal length routings are not always optimal, they are useful and easy to generate. A common routing algorithm (used for example in the Highly Available Systems project at IBM [AA] ) produces random minimal length routings. Thus, it becomes important to find networks for which all minimal length routings are fault tolerant.
As an example, consider Kn, the completely connected network on n nodes. If p is the unique minimal length routing on Kn, then it is easy to check that the diameter of R(Kn,p)/F is 2 if IFI _< n-2. (Suppose F is fixed and that a and b are any two nonfaulty nodes in K n. Then either the link between a and b is nonfaulty, or, since IFI _< n-2, there must exist a nonfaulty node c such that both the link between a and c and the link between c and b are nonfaulty.)
Unfortunately, because of high fan-in and fan-out, completely connected networks are often impractical. As in several other contexts (eg. [Va] ) networks laid out as an n-dimensional cube (Cn) achieve surprisingly good results. In Theorem I we show that for any minimal length routing p on C n and any set of faults F with [F[ < n-l, the diameter of R(Cn,P)/F_<3, independent of n. The proof of Theorem 1 is short but nontrivial. The result generalizes to n-dimensional rectangular grids and is easily seen to be optimal.
We also show (Theorem 2) that there exists a minimal length routing hn on C n such that R(Cn,hn)/F < 2 if IFI < n.
This in fact is a corollary to a more general result of [BD] (although the proof for this special case is much simpler than that of [BD] ). Chung and Garey [CG] were able to obtain analogous results to Theorems 4, 5, 6, and 7 for surviving graphs G/F (as opposed to surviving route graphs). Again the spoke example shows that one node fault can cause the diameter of the surviving graph to be O(n). However, Chung and Garey show that if F consists of only edge faults and G/F is connected, then the diameter of G/F is < (I +IFI)(1 + the diameter of G). In the case of node faults, they compute a bound 
Surviving Route Graphs
A routing p is a partial routing if p(x,y) is undefined for some nodes xi~y; otherwise V is a total routing. Note that if p is a total routing then R(G,p) is a complete graph on the nodes of V.
Let F be a set of nodes and edges called the set of faults.
F can be partitioned into the set of node faults, FV, and the set of edge faults, F E. We define V/F to be V-FV, E/F to be E-FE-{(a,b) eElaeF v or bcFv}, and G/F = (V/F, E/F). We now briefly review some standard definitions from graph theory. We refer the reader to [Be] for more details. Let Cnm(Vn,En) be the n-dimensional cube. We represent nodes of C n as words of length n on the alphabet {0, I}.
If x is a node, its i th coordinate is denoted x i. Edges exist only between nodes that differ on exactly one coordinate.
Thus we represent edges as words of length'n on the alphabet 10,1,*} with exactly one occurrence of * Networks in the form of n-dimensional cubes display surprisingly good performance. Theorem 1 states that the surviving route graph produced from any minimal length routing on C n and fewer than n faults has diameter at most 3.
Theorem 2 defines a specific minimal length routing and asserts that the diameter of the n-dimensional cube with this routing is 2.
Theorem 1: Let p be a minimal length routing on C n. Then if IFl<n, DIAM(R(Cn,P)/F)_< 3.
Theorem 2: Let Xn(X,y) be the (minimal length) routing on the n-dimensional cube that proceeds from x to y by moving along the coordinates on which they differ one at a time from left to right. Then if IFl<n, DIAM(R(Cn,Xn)/F)_<2.
Lemma 2: If IFl<n, then for any pair of nodes x and y in Ce/F there are nodes u and v such that x,u,v,y is safe with respect to F.
Proof:
We proceed by induction on n, carrying along the extra induction hypothesis that if n> 1 and nodes x and y are maximally far apart, then nodes u and v, with x#u and u#v,
can be chosen such that x,u,v,y is safe with respect to F, u is in C(x,v) and v is in C(u,y). Note that if x=0 n and y=l n, then the last condition is equivalent to x<u<v<y. The arguments for n=l and n=2 are straightforward and left to the reader. Assume the induction hypothesis for dimension n-I with n>2. Let x and y be nodes in Cn/F.
• There are two cases.
Case (a). The nodes x and y have the same value on some coordinate. Without loss of generality xl=Yl=l. If every element of F has a 1 in its first coordinate, then the sequence x, 0Pi(x), 0Pl(y), y is safe. Otherwise, the safe sequence can be constructed entirely in C(10n'l,l n) (the subgraph consisting of the nodes and edges with a l in the first coordinate) by the induction hypothesis, since at least one element of F is avoided by this subgraph.
Case (b). The nodes x and y are maximally far apart.
Without loss of generality x=0 n and y--I n. Case (b) has two subcases.
Case (bl). There is an i and an element f of F such that Pi(f) is in {0n'l,ln'l]. Without loss of generalityi=l. Let F' = Pi(F)--|0n'I,In'I]. Then lF'kn-l. Thus, by the induction hypothesis there is a sequence 0n'l(u(v_<l n't that is safe with respect to F'. If v<l n't, then it is easy to check that 0n<0u<lv<l n is safe with respect to F. And if v=l n'l, then it is again easy to see that 0n<0u<lu<l n is safe with respect to F.
Case (b2). For each i, Pi(F) does not include either 0 n-t or 1 n't. Let f be a minimal weight element of F. Without loss of generality assume fl=l so that Pl(f) has minimal weight in Pt(F). Let F' = Pl(F-|f}). If F' is empty, then (since the pro~'ction of a nonempty set is nonempty) F = {f].
Consequently, since fl=l, On<01n'1<l n is safe with: ~spect to F. Suppose that F' is not empty. Then IF'~<n-l, so by the induction hypothesis there exists at least one sequence safe with respect to F' of the form on'l<a<b_<tn't. Among all such sequences there must be one 0 n-I <u<v< I n-I with lul maximal. We claim that 0n<0u<Ov<t n is safe for F. It is clearly safe for F -|f}, so we must show only that it is safe for f. Since fl = I, it suffices to show that f# C(0v, ln). But I. We have shown that when IFl<n and p is a minimal length routing on C n, the diameter of R(Cn,p~/F is no greater than 3. However it does not require IFi=n-1 to force the diameter to be 3. If we choose p so that p(0n,fx) always goes through 10 n't and p(0y,! n) always goes through 01 n'l, and choose F={10n't,0fn'l], it is easy to check that the diameter of R(Cn,P)/F is 3. A similar example can be obtained by placing * in the first coordinates of eithcr or both elements of F.
2. We call a routing bidirectional if the route from x to y is the same as the route from y to x (i.e. p(x,y)=p(y,x)) for all x and y; otherwise, it is called unidirectional. We have al- 4. The techniques of proof of Theorems 1 and 2 easily gcncralize to any n-dimensional rectangular grid (product of n intervals).
Routings in a General Network
As we showed in the introduction, if S n is a spoke graph with n nodes and p is a minimal length routing on S n, then We note that standard techniques from network flow ( [Ev] ) can be used to obtain the routes in p in time o(Iwl 1/21El2).
Rule 1 guarantees that if IFI _< t, then R(G,p)/F is connected and DIAM(R(G,p)/F) < DlAM(G/F).
Note that although DIAM(G/F) could be O(n), Theorem 3 gives a bound on DIAM(R(G,p)/F) which is independent of n.
If fcF is either a faulty node in G i (resp. M) or a faulty edge with both endpoints in G i (resp. M), then f is said to be in G i (resp. M). If fcF is a faulty edge which has one end point in M and the other in G i, then f is said to be in G i. Let Let P = x0...x k be some minimum length path in R/F between x = x 0 and y = x k. We bound the length of P by counting nodes in M which either appear on P or are adjacent to those internal nodes of P which are themselves not in M.
Thus, for x i c-P, let (xi) = |nonfaulty nodes in M to which x i has anedgein R/F} u ({xi} n M).
Let x i be a node of P which is not in M, and assume that xicG j. There is a path in R/F from x i to at least We now show that deNear(u), contradicting the hypothesis that Near(Lk.1)={c}. Choose tCLk. 2 such that ccNear(t).
(Such a t exists since ccNear(Lk.2) by hypothesis.) There must be some minimal length path in G from t to v that goes through f (otherwise v would be in Lj for some j<k-1). Suppose this path is of the form t...wfw'...v, where w,w'cN(f).
Another way of getting from t to v is to take a minimal length path from t to e, followed by a minimal length path from e to u, followed by the edge from u to v. Thus we must have do(t,w)+2+do(w',v ) < do(t,c)+do(c,u)+l. Since ccNear(t) and dcNear(v), we must have dG(t,c) _< do(t,w )
One way to get from d to u is to go from d to v and then to take the edge from v to u. Hence dG (d,u) < dG(d,v) +l.
Combining these inequalities, we get dG (d,u)<dG(e,u) . But since ecNear(u), it follows that we must also have deNear(u), and thus deNear(Lk.l), contradicting the as-
The previous theorem is close to optimal, as we now
show. The last issue we consider in this section is connectivity.
The examples of Theorems 5 and 7 of graphs with a given diameter were graphs of low connectivity. However, as the following theorem shows, once we have an example of a graph where a certain number of edge faults and vertex faults cause the resulting surviving route graph to have a given diameter, we can construct a graph with arbitrarily high connectivity with the same property.
Theorem 9: Given a minimal length routing # on a graph G, a set F of faults that does not disconnect G, and any desired node connectivity k, there is a graph G*=(V*,E*) containing G as a suhgraph and a minimal length routing p* on G* con- Note that this is a generalization of Conjecture 3.
In practice graphs where every node has degree < 3 frequently arise. If these conjectures are true, then if G is such a graph and p is a minimal length routing, then DIAM(R(G,p)/F) < 21FI+I for any collection F of node and edge faults that do not disconnect G.
